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Overview 

Summary 

In response to the COVID-19 pandemic, hospitals and healthcare systems have a need to rapidly deploy pop-up 
and drive-through screening clinics. The drive-through clinics are designed to provide a testing location for the 
community and limit the exposure of primary clinics, medical centers and hospitals to the novel coronavirus. 
Clinicians are required to register the patient at time of screening and validate patient identity. Clinicians take 
necessary precautions to protect themselves, the patient and caregivers, and are required to wear medical-
grade personal protective equipment (PPE). 

To minimize exposure, healthcare organizations are deploying COVID-19 testing clinics on hospital premises 
away from areas where patients could be exposed, and in remote but easy-to-access locations. The remote 
clinics have a technical requirement to access the healthcare system’s EHR to verify patient identity, register the 
patient, update the patient’s health record to track testing, and notify the patient and physician of the test 
results. 

The primary focus of this document is to provide you with information and rapid deployment solutions for a 
secure network connection between the drive-through clinic and hospital or data center where the EHR system 
resides. 

COVID-19 screening clinic challenges and requirements 

The biggest challenge healthcare IT departments are facing is to deploy a clinical workstation, clinical printer and 
label printer for specimen tracking in remote locations with limited or no network connectivity. Clinicians have 
to access the EHR system throughout the encounter, beginning with the patient engaging with clinical staff via 
phone call, followed by pulling into the clinic and all the way through patient discharge, with an eventual after-
visit summary. Remote drive-through clinics are being deployed in parking lots and locations that have power 
but no other remote infrastructure or IT services. 

Pop-up / drive-through clinic IT requirements 

 Power must be available at location 

 Workstation, WOW cart, or laptop to access EHR system 

 Printer on clinical network 

 Lab printer on clinical network 

 Wired network connectivity for devices 

 Secure network connectivity to hospital system and/or data center 

Clinical staff require real-time access to EHR systems from the pop-up clinic at all times; IT services will need to 
provide network connectivity and network security while ensuring that all remote devices meet compliance 
requirements. The remote clinic requires a network connection and a secure VPN tunnel to the data center 
where the EHR and domain services reside for authentication, patient chart access, printer mapping, specimen 
tracking, etc. 
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High-Level Cellular Bridge Overview 

The Sirius network engineering team has architected a design to support healthcare systems with multiple 
options to rapidly deploy remote clinic network connectivity. The design is based on deploying an integrated LTE 
router in the pop-up clinic that supports wired Ethernet for end-user devices, LTE or cellular network connection 
to the data center, and an IPsec VPN tunnel for secure network traffic. 

 

Figure 1: Overview of Remote Clinic Network 

An LTE-integrated router is configured and deployed in the remote clinic. Clinical workstations and devices are 
connected via Ethernet to the router. The router establishes a secure VPN tunnel from the pop-up clinic to the 

primary campus or data center where the EHR resides. 

 

The LTE router is configured with a static IP address, and the remote network segment will need to be routable 
for remote access and printing functions from the EHR. Major EHR systems also require the printer to have a 
static IP address for print job routing. Remote access functions should be limited to basic EHR and lab functions, 
as LTE connections have higher-than-normal network latency. 

Some LTE routers have the capability to load-balance LTE connections from a single cellular carrier or multiple 
carriers. Refer to the Remote Clinic Network Devices table on pages 6 and 7 in this document. 

LTE routers should be selected based on available cellular service providers in the specific area of the pop-up 
clinic. FirstNet is designed to provide preferential treatment to emergency responders, and may be extremely 
valuable in congested areas if available. In addition, some routers support different bands or categories of 
modem hardware, opening different wireless channels for improved throughput. Router selection can be a 
critical piece of the puzzle, and Sirius may further investigate specific scenarios to make recommendations. 
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Figure 2: Overview of Network Connectivity 

A secure VPN tunnel is established between the LTE router and the data center external firewall.  
All traffic for the pop-up clinic is routed and secured via VPN tunnel. 

Due to some healthcare organizations having a requirement for clinical printers, label printers or lab-specific 
printers, network address translation (NAT) may need to be applied on the firewall when building the VPN 
tunnel. Depending on the size of the organization and the number of clinics being deployed, a single address 
space may be shared across multiple pop-up clinics, or multiple network segments may need to be created 
within the network infrastructure and directory service infrastructure. 

When physically deploying the integrated LTE router, we recommend installing an exterior antenna and lightning 
arrester. Due to the nature of cellular-based radio communication, we recommend mounting the exterior 
antenna in an elevated location to limit radio wave interference. 

Consult the EHR technical team for network and workstation record configuration and requirements prior to 
deployment. Ensure that the firewall is configured to allow specific network ports required for application 
delivery, clinical EHR access and printing. Ensure, also, that the EHR technical team creates the appropriate 
clinical system build to add these new workstations, printers, etc. 

Unless required by any wireless clinical devices, we do not recommend enabling WiFi on the integrated LTE 
router.  
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Remote Clinic Network Devices 

The following integrated LTE devices are available for purchase (some configurations require additional security 
devices for VPN). 

Manufacturer Device / Configuration Features 

Aruba 303H Access Point + USB 3G/4G/LTE Modem  3G/4G/LTE USB modem connection 

 (3) wired ports 

 IPsec VPN 

 PoE-powered 

 (1) PoE output port 

 Indoor use recommended 

 WiFi 2.4GHz/5.0 GHz 

Aruba 9004/9012 Gateway  + USB 3G/4G/LTE Modem  3G/4G/LTE USB modem connection 

 (4) or (12) wired ports 

 IPSec VPN/SSL VPN 

 PoE+ available on 9012 Gateway 

 Indoor use recommended 

 Aruba SD-WAN compatible  

Cisco IR829M  3G/4G/LTE (Cat 4) 

 Single or dual SIM/wireless carrier 

 (4) wired ports 

 IPSec/Cisco Flex VPN 

 PoE (available on some models) 

 (2) external antennas 

 WiFi 2.4GHz/5.0GHz 

 Ruggedized 

 GPS location for asset tracking 

Cisco  IR1101  3G/4G/LTE (5G ready) 

 Dual modem 

 (4) wired ports 

 IPSec/Cisco Flex VPN 

 Requires separate access point 

 GPS location for asset tracking 

 Cisco DNA 

 FirstNet Certification in progress 

Cisco Meraki MX68CW  4G LTE (Cat 6) 

 Single modem(4) wired ports/(2) POE 

 IPSec VPN 

 (2) external antennas 

 WiFi 2.4GHz/5.0GHz 

 Indoor use recommended 

  

https://www.arubanetworks.com/assets/ds/DS_AP303H.pdf
https://www.arubanetworks.com/assets/ds/DS_9000Series.pdf
https://www.cisco.com/c/en/us/products/collateral/routers/829-industrial-router/datasheet-c78-734981.html
https://www.cisco.com/c/en/us/products/collateral/routers/1101-industrial-integrated-services-router/datasheet-c78-741709.html
https://meraki.cisco.com/products/appliances/mx68cw
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Cradlepoint AER220 + MC400 Modular Modem  3G/4G/LTE Advanced 

 FirstNet Certified 

 Dual modems 

 (6) wired ports 

 IPSec VPN/SSL VPN 

 (2) external antennas 

 SMA male connectors 

 Not ruggedized 

 WiFi 2.4GHz/5.0GHz 

Fortinet FortiExtender 201E + FortiGate 60E  3G/4G/LTE (Cat 6) 

 Dual modems 

 (4) wired ports 

 IPSec VPN/SSL VPN 

 PoE powered 

 (3) external antennas 

 SMA male connectors 

 Indoor use recommended 

 WiFi 2.4GHz/5.0GHz 

 

Observations and Recommendations 

Sirius network engineers conducted evaluation, testing and validation in conjunction with a healthcare system 
deploying COVID-19 testing clinics. The following include some of our recommendations when utilizing 4G and 
LTE cellular routers for remote clinics: 

 Where available, the FirstNet LTE cellular network is designed to deliver priority and pre-emptive 
communications for first responders, healthcare organizations and other organizations involved in critical 
infrastructure for public health and safety. Developed in a public-private collaboration between the First 
Responder Network Authority and AT&T, the network is built to provide responders with quality of service, 
priority and preemption for emergency communication needs. 

 Prioritize your clinical application access and limit the use of VoIP or video across cellular 4G/LTE network over 
the VPN and wireless network. 

 Establish dedicated network segment and security network segmentation. 

 Elevated exterior antennas for LTE connectivity will increase signal strength and signal quality, improving 
internet performance. 

 EHR printer and workstation records may require configuration based on the EHR software currently in use. 
Consult your EHR technical team for guidance on printer mapping and clinical application access guidelines. 

 Virtual desktop and application delivery for remote access can be configured to run in low visual rendering and 
appearance mode to improve user experience. 

 If not required, disabling 2.4GHz/5.0GHz wireless functionality may improve security and eliminate potential 
radio noise. 

 We recommend deploying uninterruptible power supplies for battery backup and for clean power. 

 Focus on cellular provider management including cellular service selection, set up, troubleshooting, and SIM 
information management to devices. 

 Sirius is continually monitoring our supply chain for issues that may impact our operations, working closely 
with our suppliers to assess and minimize any potential effect. 

 

https://cradlepoint.com/products/aer2200
https://cradlepoint.com/products/accessories/mc400
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiExtender.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiGate_FortiWiFi_60E_Series.pdf
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Proprietary Notice: 

This document and the information contained in it is proprietary and confidential information of Sirius Computer Solutions, 
Inc. (Sirius) and may not be reproduced, copied in whole or in part, adapted, modified, disclosed to others, or disseminated 
without the prior written permission of Sirius’ Legal Department. Use of this document and the information contained in it 
is strictly reserved for Sirius’ clients. Use of this document by unauthorized persons is strictly prohibited. 

Warranty Disclaimer: 

Sirius provides this document without warranty of any kind, implied or expressed, including, but not limited to, the implied 
warranties of merchantability and fitness for a particular purpose. 

Limitation of Liability: 

Sirius has taken care to ensure the accuracy of the information provided in this document. Sirius, however, assumes no 
liability for errors or omissions, and reserves the right to make changes to the information provided in this document. 
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